1. Prisijunkite prie kompiuterio administratoriaus teisémis
2. Parsisiyskite Cisco VPN klientg ir Sakninj sertifikatg

32bit versija: ftp://ftp.vlk.It/Info/Install/Cisco VPN client/vpnclient-win-msi-5.0.07.0410-k9.exe
64 bit versija: ftp://ftp.vik.It/Info/Install/Cisco VPN client/vpnclient-winx64-msi-5.0.07.0440-k9.exe
(jei nesate tikri, kurig versijg siystis, siyskités 32bit)

VLK $akninis sertifikatas: ftp://ftp.vik.It/Info/Install/Cisco VPN client/VLK sakninis.cer

3. ]diekite VLK Sakninj sertifikatg

Dukart paspauskite ant VLK-sakninis.cer, rinkités "Install Certificate..." , Next, rinkités "Place all certificates in the
folowing store", spauskite "Browse..."

-
Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

1 Automatically select the certificate store based on the type of certificate

1 @) Place all certificates in the following store

Certificate store:

e b

Learn more about certificate stores

< Back ][ Next > J[ Cancel



ftp://ftp.vlk.lt/Info/Install/Cisco_VPN_client/vpnclient-win-msi-5.0.07.0410-k9.exe
ftp://ftp.vlk.lt/Info/Install/Cisco_VPN_client/vpnclient-winx64-msi-5.0.07.0440-k9.exe
ftp://ftp.vlk.lt/Info/Install/Cisco_VPN_client/VLK_sakninis.cer

IS meniu pasirinkite "Trusted Root Certification Authorities" , spauskite OK, Next

-
Certificate Import Wizard

Select Certificate Store

Select the certificate store you want to use.

186 Trusted Root Certification Authorities |

| Intermediate Certification Authorities
| Trusted Publishers
...... 7 lintricted Cartificatec

you can specify a location for

(Erprise Trus ILJ the type of certificate

1] | »

[7] show physical stores

2 (i) e

Learn more about certificate stores

o> ]

Kitame lange spauskite Finish, atsiradusiame lange spauskite Yes.

-
Security Waming

You are about to install a certificate from a certification authority (CA)
claiming to represent:

VLK-CA

Windows cannot validate that the certificate is actually from "VLK-CA".
You should confirm its origin by contacting "VLK-CA". The following
number will assist you in this process:

Thumbprint (shal): 94D6SE1D A4E07BES B41B3ESO AFECACBA
5B395A10

Warning:

If you install this root certificate, Windows will automatically trust any
certificate issued by this CA. Installing a certificate with an unconfirmed
thumbprint is a security risk. If you click "Yes" you acknowledge this
risk.

Do you want to install this certificate?

Yes




4. |diekite Cisco VPN klientg

5. Prisijunkite prie kompiuterio to vartojo teisémis, kuriomis bus jungiamasi prie VLK per
VPN tunelj.

6. ]diekite asmeninj sertifikatg
Sertifikatas prisegtas prie pirmo laisko — iSsaugokite jj kompiuteryje. Importuojant reikés suvesti slaptazodj, kuris
nurodytas antrame laiske (laiSkas be temos, tekste tik vartotojo vardas ir slaptazodis atskirtas tarpu).

Dukart paspauskite ant jums atsiysto vartotojo sertifikato, spauskite Next, Next, jveskite VPN vartotojo slaptazodj,
spauskite Next

To maintain security, the private key was protected with a password.

Type the password for the private key.

| o —

["|Enable strong private key protection. You will be prompted every time the

private key is used by an application if you enable this option.

[ Mark this key as exportable. This will allow you to back up or transport your
keys at a later time.

[¥] Include all extended properties.

Learn more about protecting private keys

Palikite parinktg nustatyma

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

(" Place all certificates in the following store

Learn more about certificate stores

ir spauskite Next, po to Finish.



7. Sukonfiglruokite Cisco VPN kliento prisijungimo parametrus

Vartotojo kompiuteryje paleiskite Cisco VPN klientine programa.
Cisco VPN kliento nustatymai naujai diegiamoje vietoje:

Spauskite "New",

£ S

=53] alrn

oot cisco
Connection Entries | Certificates I Log I

I Connection Entry I Transport

<]

il Not connected.

"Connection Entry" uzvadinkite kaip norite (tarkime, VLK), "Description" jvesti nebdtina. Jveskite j Host laukel;:
195.182.79.187 , Pazymékite "Certificate Authentification" ir pasirinkite i$ saraso vartotojo sertifikatg. Perjunkite j

skirtuka "Backup Servers".

CISCO
Host$|155.182.79.187
Authentication I Transport4 Dial-Up ]
(" Group Authentication (" Mutual Group Authentication

—

Name: I

assword: |

Confirn Password: |

(¢ Cerificate Authentication

uam3e [0-Andrus Leliuga (Microsoft) R

[~ Send CA Cerificate Chain

Erase User Password I

Spauskite "Enable Backup Servers", po to "Add" mygtuka, suveskite: 10.10.254.254 , po to OK.

ISsaugokite nustatymus "Save" mygtuku.



Connection Entry: |VLK
olllolllo
CIsCoO

Description: |
Host: [195.182.79.187
1 Adthentication | Transport | Backup Servers lDiaI-Up |

v IEnable Backup Servers

@ VPN Client | Enter Backup Server I_@M

» Enter backup server hostname or IP address:

! |

Erase User Password Save Cancel

8. Susikurkite nuoroda darbaulaukyje j sukurtg VPN profil

Jei norite, galite padaryti nuorodg ant darbalaukio, tam paspauskite deSiniu pelés mygtuku ant profilio ir pasirinkite

"Create Shortcut".

r B =
& status: Disconnected | VPN Client - Version 5.0.07.0440

Connection Entries Status Certificates Log Options Help

E'@ = @ m ]

Connect New Import Modify Delete CISCO
Connection Entries | Certificates | Log |
Connection Entry

Transport

195.182 79.187
Connect

Disconnect

Duplicate

Delete
|

Modify...
4 | Erase Saved User Password Ll

| Not connected.

Set as Default Connection Entry




9. Prisijunkite per VPN tunelj prie VLK

Dukart paspauskite ant sukurtos nuorodos darbalaukyje.

Prisijungiant turi pasirodyti langas, kuriame suveskite savo VPN prisijungimo duomenis (pateikti antrame laiske):

Connection Entries  Status Certificates Log Options Help

S i) @ @ ﬁ vl

Cancel Connect Mew
Connection Entries I Ce

s co
& VPN Client | User Authentication for "VLK SPAP”

| Connectiof The server has requested the following information to complete the user
VLK SPAl authentication.

w1y, Usemame: ||
CISCO

Password: I

(o |

«|

| Authenticating user...

Pastaba: antrakart besijungiant atsiras laukelis ,,Save Password”, kurj pazyméjus nebereikés suvedinéti slaptazodzio

kaskart besijungiant prie VPN.
||||||I| Usemame: |

o= Password: I

[~ Save Password

Jei prisijungiant pasirodo toks langas, bandykite jungtis dar karta.

& VPN Client — e ]

Secure VPN Connection terminated locally by the Client.
Reason 412: The remnote peer is no longer responding.

Connection terminated on: Geg 22, 2011 15:08:28 Duration: 0 day(s), 00:00.00

’ | [ 2'
Sékmingai prisijungus prie laikrodZio turétuméte matyti uzrakintg spynute: s

Jums reikalingas VLK/TLK paslaugas pasieksite tik esant uzmegztam VPN tuneliui.




10.Papildomos priemonés ir veiksmai

Siuos veiksmus atlikite tik tokiu atveju, jei jums to reikia pagal situacija.

10.1. Kaip pasitikrinti, ar tvarkingai jdiegti sertifikatai. Kaip istrinti nebegaliojantj sertifikata.
Spauskite Start mygtuka, rinkités priklausomai nuo operacinés sistemos:

Windows XP: Run..., o po to jrasykite cmd ir spauskite Enter klavisa.
Windows 7: paspaudus Start iSkart rasykite cmd ir spauskite Enter klavisa.

Juodame lange, priklausomai nuo operacinés sistemos, jrasykite:
Windows XP: mmc ir spauskite Enter klavisg

Po to, atsidarius langui i meniu ,File” rinkités ,Add/Remove Snap-in...”
Dukart pele paspauskite ant ,Certificates”, iSSokusiame lange palikite pazyméta , My user account” ir
spauskite ,Finish”. Po to spauskite , OK”.

Windows 7: certmgr ir spauskite Enter klavisg

Asmeninj sertifikatg turite matyti:
Certificates — Current User -> Personal -> Certificates

ertificates - Current User\Persona\\Ceniﬁcate_s]“_
.

File Action View Favorites Window Help

ez 2@ alc= HE

“| Console Root Issued To ’ Issued By Expiration Date  Intendec|| Actions
4 _a}] Certificates - Current User

| Personal :
| Certificates Meore Actions

1Z(,,JAﬂdrius Leliuga VLK-CA 2011.08.02 Microso|| Certificates

| Trusted Root Certificatic
~| Enterprise Trust

| Intermediate Certificatic
~| Active Directory User O
| Trusted Publishers

| Untrusted Certificates
~| Third-Party Root Certifiq
| Trusted People

_| Other People

~| PC-Doctor, Inc.

| Certificate Enrollment R
| Smart Card Trusted Roo

< [T | r

Personal store contains 1 certificate,

Sakninj sertifikatg turite matyti:
Certificates — Current User -> Trusted Root Certification Authorities -> Certificates



] Console Root
4 Eﬁ‘ Certificates - Current User
» [ | Personal
a4 || Trusted Root Certificatic
[ Certificates
| Enterprise Trust
] Intermediate Certificatic
1 Active Directory User Ok
7] Trusted Publishers
] Untrusted Certificates
|| Third-Party Root Certific
1 Trusted People
[ Other People
|1 PC-Doctor, Inc.
] Certificate Enrollment R
"] Smart Card Trusted Roo|

4 [ k

Issued To

5/ GlobalSign Root CA

|5/ Go Daddy Class 2 Certification ...
[ZIGTE CyberTrust Global Root

Sl http:/fwwwovalicert.com/

@ Microsoft Authenticode(tm) Ro...

S Microsoft Root Authority

S Microsoft Root Certificate Auth...
[SINO LIABILITY ACCEPTED, (c)97 ...

|5/ Symantec Root 2005 CA
|5/ Symantec Root CA
[ IStarfield Class 2 Certification A...

Issued By
GlobalSign Root CA

Go Daddy Class 2 Certification Au..,

GTE CyberTrust Global Root
http://www.valicert.com/

Microsoft Authenticode(tm) Root...

Microsoft Root Authority

Microsoft Root Certificate Authori...
MO LIABILITY ACCEPTED, ()97 V...

Symantec Root 2005 CA
Symantec Root CA

Starfield Class 2 Certification Auth...

[SlStartCom Certification Authority  StartCom Certification Authority

[ Thawte Premium Server CA
S Thawte Timestamping CA
[]UTN - DATACorp SGC
[ZR]UTN-USERFirst-Hardware
[55]UTN-USERFirst-Object

S VeriSign Class 3 Public Primary ...

S/ VeriSign Trust Network
[SRlVeriSign Trust Network
55 VLK-CA

Fl

Thawte Premiurn Server CA
Thawte Timestamping CA
UTN - DATACorp SGC
UTMN-USERFirst-Hardware
UTN-USERFirst-Object

VeriSign Class 3 Public Primary Ce...

VeriSign Trust Metwork
VeriSign Trust Metwork
VLK-CA

Expiration Date
2028.01.28
2034.06.29
2018.08.14
2019.06.26
2000.01.01
20201231
2021.0510
2004.01.08
2020.08.24
2011.05.01
2024.06.20
2036.09.17
2021.01.01
2021.01.01
2019.06.24
2019.07.09
2019.07.09
2036.0717
2018.0519
2028.08.02
2014.06.16

Inten
Serve
Serve
Secul
Secul
Secul
<All=
<Al
Time

<Al ]

<All:
Serve
Serve
Serve

Time|

Serve|

1P seq

Encry

Serve

Secul

Secul

<Al
r

-

Actions

Certificates

Maore Actions
VLE-CA

Maore Actions

Trusted Root Certification Authaorities store contains 36 certificates,

Jei norite iStrinti sertifikatg, ar keiciate nebegaliojantj galiojanciu, spauskite deSiniu pelés ant sertifikato ir
rinkités ,,Delete”. Jei importuoti du identiski sertifikatai, nebegaliojantj istrinkite vadovaudamiesi
»Expiration Date” stulpeliu.



